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Project Introduction
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The reliability of SmallSat / CubeSat missions may be increased by using o o
software radiation mitigation for single event upsets (SEUs). Implementing
protection in software results in a lower level of tolerance than traditional @
hardware techniques, but hardware costs and power requirements are kept to ¢
a minimum by taking advantage of nonredundant commodity hardware. This : H

.

work will extend NASA'’s Core Flight Executive (cFE) to provide software based Attitude Control Control £
protection and evaluate the results so that informed decisions can be made 1 vorer ) Contro B

Cantrol ©

about such trade-offs.

The "Control" application is
shown running in triplicate,
using a Voter process to
replicate inputs and vote on
outputs.

The project objectives are to answer the following questions about software
radiation mitigation techniques applied to NASA’s Core Flight Executive (cFE):

+ How much can the occurrence of failures due to SEUs be reduced?

- What were the costs in terms of processor overhead?

- What are the impacts on normal cFE application development?

To answer these questions, this project will incorporate software radiation
mitigation into cFE for an example CubeSat application. The primary
protection mechanism investigated will be scalable modular redundancy of
software components (applications). Scalable modular redundancy will be non-
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CubeSats will be able to increase flight software reliability by a quantifiable Project Website: 3

amount (with respect to SEUs) without increasing hardware costs or power Technology Areas 3

requirements. Onboard science data processing will be made more reliable by Target Destination 3

detecting and recovering from silent data corruption, allowing more onboard

processing which will reduce data downlink requirements. The scalable nature

of the approach would enable missions that travel through multiple radiation

environments to trade performance for reliability depending on the current

environment.
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0 September 2017: Closed out

Technology Areas
Closeout Summary: The purpose of the Goddard Space Flight Center’s Internal
Research and Development (IRAD) program is to support new technology develo Primary:
pment and to address scientific challenges. Each year, Principal Investigators (P
Is) submit IRAD proposals and compete for funding for their development projec e TX11 Software, Modeling,
ts. Goddard’s IRAD program supports eight Lines of Business: Astrophysics; Co Simulation, and Information
mmunications and Navigation; Cross-Cutting Technology and Capabilities; Earth Processing

Science; Heliophysics; Planetary Science; Science Small Satellites Technology; a

[
nd Suborbital Platforms and Range Services.Task progress is evaluated twice a 'y Tl d SRl

ear at the Mid-term IRAD review and the end of the year. When the funding peri Devglopment, .
od has ended, the PIs compete again for IRAD funding or seek new sources of d Engineering, and Integrity
evelopment and research funding or agree to external partnerships and collabor - TX11.1.3 Test and
ations. In some cases, when the development work has reached the appropriat Evaluation

e Technology Readiness Level (TRL) level, the product is integrated into an actu

al NASA mission or used to support other government agencies. The technology Other/Cross-cutting:

may also be licensed out to the industry.The completion of a project does not ne

cessarily indicate that the development work has stopped. The work could pote * TX11 Software, Modeling,
ntially continue in the future as a follow-on IRAD; or used in collaboration or par Simulation, and Information
tnership with Academia, Industry and other Government Agencies.If you are int Processing

erested in partnering with NASA, see the TechPort Partnerships documentation a L TX11.1 Software
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Replicated_Software_Component
The "Control" application is shown
running in triplicate, using a Voter
process to replicate inputs and vote

on outputs.
(https://techport.nasa.gov/imag
e/26017)
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